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Specifications for the File Sharing System Tender

No Item Requirements/Specifications xegNo Comments/Additional
Notes
User Interface Must support both English and
1 .
Language Arabic.
Must support TLS 1.0, TLS 1.1,
¢ TLS Support |4 TLS 1.2
Deployment Must‘be deployed in a fully on-
3 . premise (non-cloud)
Environment :
environment.
4 Active-Active Must support an active-active
Clustering cluster structure.
: Must secure the Session ID
Session ID . ..
5 . during  transitions  between
Protection :
servers in the cluster.
Must integrate with OpenLDAP,
Active Direct Azure Active Directory, and
6 CIvE LIreclory SAML; must allow the definition
Integration . : . i
of multiple active directories on
the same system.
Must support file directories
- File Path exceeding 260 characters
Management (subject to the underlying file
system support).
Must provide API and SDK
3 API and SDK interfaces for user operations and
Support integration with external
systems.
Desktop Must offer add-ins for MS
9 Application Add- || Outlook, MS OWA, MS Office,
ins MS Teams, Zimbra, and Webex.
10 Desktop & Mobile|| Must support both desktop and
Applications mobile applications.
File Information MUSI prowdg detallgd ﬁle
11 Displa information (size, modification
pray date, owner, etc.).
Must integrate with at least three
. . online editors to view and edit
12 O;nl:ltr;ei(tii:ors Word, Excel, and PowerPoint
g n files  without  downloading,
including support for
1
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Specifications for the File Sharing System Tender

No Item Requirements/Specifications YesiNowl . Comments/Addmonaﬂ
: ‘ ' Notes
simultaneous editing and file
locking.
Must be able to index and search
13 Indexing and contents of readable files on
Search attached  media  (including
network folders).
Must allow immediate editing of
Instant . -
14 Permission on-premise 'share_ permissions
Modification with a graphlcal display of user
access rights.
Must generate detailed logs for
all operations (access, linking,
15 Transaction sharing, file operations, failed
Logging access attempts, security scans,
etc.) with filtering and Excel
export options.
. . Must automatically relocate or
File Aging
16 permanently delete aged files as per
Management 5
defined policies.
Must allow visual customization
of logos, email templates,
17 Visual background images, welcome
Customization messages, menus, and
notification/disclaimer
messages.
Must enable sending files and
folders to external users through
links,  supporting  various
External File authorization opt-ions
18 Shiaring via Links (download, upload, preylew,
modify, delete, rename) with IP
restrictions, automatic password
generation, and link expiration
settings.
Must support integration with
Anti-Malware & || anti-malware and sandbox
19 Sandbox solutions (via ICAP) and integrate
Integration with AV, CDR, SOAR, and DLP

systems.




Specifications for the File Sharing System Tender

~ No Item Requirements/Specifications e Mo Commentaca fditipual
i Notes
Must support two-factor
Two-Factor authentication (2FA) via email,
20 Authentication || SMS, and TOTP-based mobile
(2FA) applications for both user and
admin interfaces.
Sepwiation bf Must use .separate app}lcatlon
C servers for internal domains and
21 Application . .
Servers DMZ environments, ensuring that
no data is stored on DMZ servers.
Must support file environments
such as CIFS, NTFS, 83,
File Envir ¢ OpenStack Swift, MS SharePoint,
22 [THC VORI FTP, and SFTP. Must allow
PP NTFS-like permission structures
in S3 and support versioning in
S3, OpenStack, and CEPH.
Must  support sharing file
23  ||WebDAV Support| environments on user computers
via WebDAV.
Vendor must install and
Installation & copﬁgur? the solution on _the
24 Confi tion Ministry's ~ servers, ensuring
onfiguratio compatibility ~ with  existing
infrastructure.
Must include features for user
25 User Manspement authentication, group
management, and access
controls.
File Sharing & Mus't support file sharx‘ng,
26 : versioning, and real-time
Collaboration .
collaboration tools.
Must implement robust security
27 Security & Data | measures including encryption,
Protection 2FA, and strict data protection
for sensitive information.
Must integrate seamlessly with
System existing systems such as email
28 . .
Integration servers and collaboration
platforms.
3
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Specifications for the File Sharing System Tender

and administrative specifications.

No.- Item Requirements/Specifications Tes/lo Comments/Addltlonﬂl
: Notes
Vendor must provide
29 Training & comprehensive training for IT
Technical Support|| staff and end-users, along with
ongoing technical support.
30 User Capacity Must support at least 260 users.
The solution must have been
Additional successfully implemented in at
31 Mandatory least four government
Conditions ministries, banks, or similar
institutions.
Must clearly specify user license
Annual License pricing for subsequept years
32 - beyond the first, including
Pricing ..
renewal pricing for the second
year.
Include clauses to ensure the
confidentiality of tender-related
33 Tender Protection|| information, with non-disclosure
agreements required from
suppliers.
Must ensure system reliability
with proven successful
34 Reliability & implementations  in  similar
Scalability institutions and provide clear
terms for future licensing and
scalability.
Must provide transparent pricing
Financial & details, warranties, and
35 Contractual contractual guarantees ensuring
Considerations || project delivery per the technical
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